
 

First Name Surname, Role Truesec
Breaking the ransomware toolset



Stuck in the unpacking



Hmmmmmmmm



wget https://x.x.x.x/list.txt --no-check-certificate



Tools of the trade



Threat actors hates VSS



Threat actors hates VSS part 2



Stopping things



ClearLock



ClearLock



ClearLock



ClearLock



ClearLock



ClearLock



ClearLock



ClearLock



lsass.exe



lsass.exe



lsass.exe



Password protected zip files



Oneliners

for i in *.zip;do 7z l $i -slt | grep -E -A10 'Path.*.exe' | grep -E 'Path|^Size|CRC';done



Agents



Agents?



Agents – agent 1



Agents – agent 1



Agents – agent 2



Agents – agent 2



Agents – agent 2



Agents – agent 2



Agents – agent 2



Remote admin tools



Remote admin tools



Threat intel - IntelliAdmin



Threat intel - IntelliAdmin



Threat intel - IntelliAdmin

Search: Set-Cookie: ia_session_id



Threat intel - RAT



Threat intel - RAT

Search: Set-Cookie: http.html_hash:1629558153



Director of Operations – CSIRT

 Leverage the threat actors weaknesses to build threat 
intel

 Threat actors usually reuse tooling, detection 
engineering is very important

 Blue team always win :)

Summery



  

www.truesec.com    x.com/truesec linkedin.com/company/truesec

Thank You!
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